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GNS3 Simulator

GNS3, is open-source and free software.

It allows network engineers to virtualize real hardware devices.

GNS3 consists of two main sofftware components:
. the GNS3-all-in-one software (GUI) and

. the GNS3 virtual machine (VM).

The GNS3-all-in-one software (GUI) serves as the client interface/ installed on local PCs (Windows,
MAC, Linux) for creating network topologies.

The local GNS3 server runs on the same PC as the GUI, along with jaddifional processes like Dynamips.

The GNS3 VM (recommended) can be run locally using virtualization software (e.g., VMware
Workstation, Virtualbox) or remotely on a server (e.g., VMware ESXI, cloud).

GNS3 allows us to create a network topology and an environment for anfideal platform for simulating
victims and attackers' machines.

Getting Started with GNS3 | GNS3 Documentation



https://docs.gns3.com/docs/

Why GNS3?

GNS3 facilitates the building of a complete
lab environment by integrating multiple VMs
(installed individually).

This  will help create a fully isolated
environment consisting of multiple VMs with
victim machines and an attacker, allowing
you to perform your practical tasks within this
course in a safer way.

Here is an example of how the virtual lab
could be designed on GNS3.

Targeting any external target not within this
proposed virtual lab environment is strictly
forbidden, and you are solely responsible for
any consequences.
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Installing GNS3

€3 GNS3 VM (GNS3 VM) CPU 0.0%, RAM 13....
€3 N3DSS2240 CPU 6.2%, RAM 61.3%

Downlaod GNS3 from the official website:
, and then install it.

Download and install GNS3 VM based on your
preferred VM:

{23 GNS3 VM - Settings = O X € Preferences

General [Server preferences

General System
GNS3 VM Main server | Remote servers
Packet capture
~ Built-in
Ethernet hubs General setings
Ethernet switches Server path:

System Motherboard Processor Acceleration

Display Pr .
Processors:
1CPU 20 CPUs i Cloud nodes C:\Program Files\GNS3\gns3server EXE
GNS3 server version: 2.2.46 ~ VPCS
Release channel: 2.2 Ubridge path:
VM version: 0.15.0 VPCS nodes

Ubuntu version: focal ~ Dynamips C:\Program Files\GNS 3\ubridge \ubridge . EXE

Qemu version: .
virtualization: virtualbox 10S routers Host binding:

~ 105 on UNIX localhost
10U Devices Port:
1P: 192.168.56.102 PORT: 80 ~ QEMU 2080 TCP

To log in using SSH: ssh gns3@192.168.56.102 Qemu VMs
Passuord: gns3 - VirtualBox

Storage
Execution Cap: 100%
Audio 1%

Network Extended Features: Vv Enable PAE/NX

V' Iinable Nested VT-x/AMD-V
Serial Ports
USB V| Protect server with password (recommended)
To launch the Web-Ui: http://192.168.56.102 VirtualBox VMs Allow console connections to any local IP address
Shared Folders ~ VMware

Images and projects are stored in '/opt/gns3'
VMware VMs Console port range (5900 => 6000 is shared with VNC)
~ Docker
Docker containers

User Interface 5000TcP |+ to | 10000TCP [
UDP tunneling port range

10000UDP || to | 20000UDP |

Restore defaults

Apply

Invalid setti
0 STRGRECHTS



https://gns3.com/software/download
https://gns3.com/software/download-vm
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Kali Linux - Attacker and Friend

Kali is the most advanced Penetration Testing Linux Distribution.

Kali Linux is an open-source, Debian-based Linux distribution designed for various security tasks,
including penetration testing, security research, computer forensicy, and reverse engineering.

and install the Kali Linux as a normal VM on your PC.

Kali Linux will play a dual role in our virtual lab setup: one/instance will serve as the attacker,
simulating real-world threats, while the other, referred to as my "admin Linux friend,” will act as a
defense hub for administrative tasks.

QOG-

BY NC SA

Kali Linux | Penetration Testing and Ethical Hacking Linux Distribution



https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/
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Victim Machine

Configure one virtual machine as the victim device in our dynamic lab environment.
For this task, you have the flexibility fo choose any Linux distribution you prefer.

However, for a streamlined experience, we recommend installing the Raspberry Pi Desktop on

your computer.
/ CyberSecPro

The ISO image can be conveniently downloaded from



https://www.raspberrypi.com/software/raspberry-pi-desktop/

Integrating VMs to GNS3

Abdelkader Shaaban

@ ons3 _ 0 < @ Preferences ? X
File View Control Node Annotste Tools Help
Select all Ctri+A c D’ =l Lo ‘% Q QM Ge'lef: [VirtualBox preferences
Select pone Ctrl+Shift+ A ~ == I v Serv
@ Manage snapshots |~ Servers Summary @ ®)| GNS3 VM Local settings
) GNS3 VM (GNS3 VM) CPU 0.3%, RAM 13.... Packet capture o Vo .
) N3DSS52240 CPU 8.3%, RAM 64.5% ~ Built-in == =t
Ethernet hubs C:\Program Files\Orade \Vir tualBox \VBoxManage.exe Browse...
l» Ethernet switches
Topology Summary @ (9] Coud nodes
Node Console ~ VPGS
g VPCS nodes
~ Dynamips
10S routers
Please create a project ~ 10S on UNIX
10U Devices
D& ~ QEMU
(==, ;] QemuMMs.
> ~prw—
~ VMware
General [VirtualBox preferences
Server VMware VMs
GNS3 VM Local settings ~ Docker
‘ = Packet capture Docker containers
Path to VBoxManage:
Console ~ Built-in = Hes\orade! =
:NSS mlg:‘gs!:mml m;o;% Windows (64-bit) with Python 3. 10. 5.15.2 and P 5.15.10. £ hubs e . : B =
N it L 2. al it 10,11 Qt 5,15, t 5.15.10.
Copyright (c) 2006-2024 GNS3 Technotogies, T " % i Ethernet switches
Use Help -> GNS3 Doctor to detect common issues. Cloud nodes
-> ~ VPCS
VPCS nodes
~ Dynamips
10S routers
~ 10S on UNIX Restore defauts
10U Devices
Preferences ~ QEMU

T gemu vms
VirtualBox VMs

~ VMware
VMware VMs

~ Docker

Docker containers

Do the same for any VM you want to integrate with GNS3
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Integrating VMs to GNS3

@€ Preferences ? X
General [VirtualBox VM templates @ New VirtualBox VM template ? X
Server
G"si“’" 5 Raspberry Pi OS Client Server @
Packet capture | Please choose a server type to run the VirtualBox VM.
- Built-in 5 Raspberry Pi OS Server
Ethernet hubs ad
E a0 Windows 11
Cloud nodes
~ VPCS Server type
VPCS nodes
~ Dynamips () Run this VirtualBox VM on a remote computer
10S routers
~ 10S on UNIX (@) Run this VirtualBox VM on my local computer |
10U Devices
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware & Preferences ? X
VMware VMs
~ Docker General [VirtualBox VM templates
Docker containers Server
GNS3 VM 51 Raspberry Pi OS Client
Packet capture ;
~ Built-in "% Raspberry Pi OS Server
Ethernet hubs HE v dows
Ethernet switches | @@ Wi "
Cloud nodes
~ VPCS
VPCS nodes
New gdt ~ Dynamips
10S routers
e S ~10S on UNIX
10U Devices
— - QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

Do the same for any VM you want to integrate with GNS3 !
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Integrating VMs to GNS3

@ Preferences ? X
General [VirtualBox VM templates
e' New VirtualBox VM template ? X ?Nr;;'VM =
Packet ~* Raspberry Pi OS Client Template name: Kali
VirtualBox Virtual Machine @ e capture i Raspberry Pi O Server Template ID: none
Please choose a VirtualBox virtual machine from the list. i - Ytoao e poes
Ethernet hubs s 11 EM :&93552240
o b ver
Ethernet =g Headless mode enabled: False
Cloud nodes |! Kali | On close: power_off
: - ~ VPCS Linked base VM: False
ist: i v | Console type: none
I VM list ‘ Kali i I VPCS ;vodes Auto start console: False
" y ~ Dynamips ~ Network
Use as a linked base VM (experimental) 10S routers :‘daple'rs: ;m o
- ame format: ern
10S on UNIX Use any adapter: False
10U Devices Type: Intel PRO/1000 MT Desktop (82540EM)
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

Do the same for any VM you want to integrate with GNS3



Integrating VMs to GNS3
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3 VirtualBox VM template configuration

Kali

General settings ‘ Network [ Usage

Adapters: (1 B
First port name: ‘ ‘
Name format: | Ethernet{0} |
Segment size: [ 0 i: ‘
Type: | Intel PRO/1000 MT Desktop (32540EM) - |
Custom adapters: l Configure custom adapters \

V' Allow GNS3 to use any configured VirtualBox adapter

& GNs3

File Edit View Control Node Annotate Tools Help

e OF>p» NEC

All devices @® |

Filter
—_—

E Artery Vagrant

ATM switch
Cloud

@ Ethernet hub

f Ethernet switch

a Frame Relay switch
B a

J

NAT
Raspberry Pi OS Client

. Raspberry Pi OS Server

JiOlh @

| Y

| 9

1

B ypes
aE
an

Windows 11

Please create a project

|~ Servers Summary (€3]

€3 GNS3 VM (GNS3 VM) CPU 0.0%, RAM 13....
) N3DSS2240 CPU 13.3%, RAM 64.6%

Topology Summary ®
Node Console

Do the same for any VM you want to integrate with GNS3




