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What is Metasploitable?
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The world's most widely used penetration testing framework.

https://www.metasploit.com

Metasploitable 2 | Metasploit Documentation (rapid7.com)

You can download it from the following link.

https://www.metasploit.com/
https://docs.rapid7.com/metasploit/metasploitable-2/


Installing Metasploitable
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Installing Metasploitable
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Add the Metasploitable VM file that you downloaded.

Here are the contents of the Metasploit ZIP file.

Select this file



Installing Metasploitable
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The VM has been added here; please press the "Choose" button 
to proceed.
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Installing Metasploitable
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The VM has been added here; please press the "Choose" button 
to proceed.



Starting the Metasploitable VM
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Start the Metasploit VM

The Metasploit VM is now running 
successfully on your computer.



Starting the Metasploitable VM

35

Abdelkader Shaaban

Login:        msfadmin
Password: msfadmin



Lab's Network Landscape
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Network IPs
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• To ensure the lab is set up correctly, it is important to verify the connectivity of each machine used 
in the lab.

• Use the ifconfig command on the Linux devices to know more about the network configuration

Kali – Attaker Admin Victim

192.168.122.27 192.168.122.109 192.168.122.103
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Connectivity Check
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• Now we have the IPs of the network devices, be sure that all devices can reach each other. 

• Use the ping <destination IP-address> to test the successful establishment of the network. 
Victim

192.168.122.109
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If you have any questions, please feel free to 
reach out to me at:

Abdelkader Shaaban, 
abdelkader.Shaaban@ait.ac.at
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Get ready—we will get on 
more exciting cybersecurity 
activities together! 

mailto:abdelkader.Shaaban@ait.ac.at

