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Network Protection for
Energy Control
Systems

These slides outline the essential offensive tools that
will be used in this course.

These tools are intended for use within this course to
demonstrate how different tools can be employed
for various cyberattack activities and address existing
security weaknesses to avoid or mitigate related
cyber risks. Therefore, all these practical activities are
solely intended for educational purposes ONLY and
not for any other malicious or unauthorized activities.
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Cybersecurity Lab

In this lecture we aim to build a cybersecurity lab
consisting of a set of virltual machines, each
playing a specific role.

As shown in the right-hand screenshot, we plan o
include the following machines:

Victim machines: Client and Server

Management machines: Metasploit, Kali-Admin,
and Wazuh Server

Attacker machine: Kali-Attacker

If you have technical issues due to limited storage on your computer, please be sure to install at least
one victim machine, one attacker machine, and the Wazuh Server for our technical activities during the

lecture.
.Cyherﬁec.Pm @@@@ 3
BY NC SA




Cybersecurity Lab

In this lecture we aim to build a cybersecurity lab
consisting of a set of virltual machines, each
playing a specific role.

As shown in the right-hand screenshot, we plan to
include the following machines:

Victim machines: Client and Server

CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

one victim machine S nachine, and the Wazuh Server for our technical activities during the

lecture.
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Client/Server Machines
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Victim Machines: Client-Server

Install two lightweight Linux distributions to
serve as the client and server, such as
Raspberry Pi Desktop. You can download the
ISO image from HERE.

If you already have two Linux virtuadl
machines installed on your computer, you
can use them. In that case, you may skip this
side  and proceed directly with installing
Python and the ModbusTCP protocol.

5

) (:)' {j ’sWelcometo Raspberr_“‘ T 1050

i\

[
o

Welcome to the Raspberry Pi Desktop!

Before you start using it, there are a few things to set up

Press 'Next' to get started.

Cancel

CyberSecPro
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https://www.raspberrypi.com/software/raspberry-pi-desktop/
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Python and ModbusTCP
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Python and ModbusTCP

Please make sure to install Python on your Linux Client and Server VMs before the session.

A

* You can follow the step-by-step installation guide here: How to |hstall Python on Linux

After that, install pyModbusTCP on your Raspberry Pi Desktop (Qlient-Server Machines).

A useful example for a server and client using the pyModbusTCP can be found on Python Modbus
Communication.



https://pypi.org/project/pyModbusTCP/
https://apmonitor.com/dde/index.php/Main/ModbusTransfer
https://apmonitor.com/dde/index.php/Main/ModbusTransfer
https://linuxize.com/post/how-to-install-python-3-7-on-ubuntu-18-04/
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Admin and Attacker Machines
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Kali Machines

Kali It is the most advanced Penetration Testing Linux Distribution.

It is an open-source, Debian-based Linux distribution geared towards various information security
tasks, such as Penetration Testing, Security Research, Computer Fgrensics, and Reverse Engineering.

Download and install the Kali Linux as a normal VM on your PC.

Kali Linux will be used to simulate an attacker using multiple offensive tools against the victim
machines within the network.

Additionally, you need to install another one to serve as/an administrator machine for monitoring

and managing network activity. |
O CyberSecPro @@@@ 10
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Kali Linux | Penetration Testing and Ethical Hacking Linux Distribution



https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/
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Metasploitable




What is Metasploitable?

The world's most widely used penetration testing framework.
a

File Machine WView Input Devices Help
UP LOOPBACK RUMNING MTU:16436 Metric:1
RX packets:192 errors:0 dropped:0 overruns:0 frame:0
TX packets:192 errors:0 dropped:0Q overruns:0Q carrier:0

collizsions:0 txqueuelen:0
EX bytes:68817 (67.2 KB) TX bytes:68817 (67.2 KB)

You can download it from the following link. sfadninenctasploitable:™$ exit

Metasploitable 2 | Metasploit Documentation (rapid/7.com)

arning: Mever expose this UM to an untrusted networkt
ontact: msfdevlatlmetasploit.com
ogin with msfadminsmsfadmin to get started

etasploitable login: _

1 bk

b &0 S LT S @ B sTRG-RECHTS

9o (OO0
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https://www.metasploit.com



https://www.metasploit.com/
https://docs.rapid7.com/metasploit/metasploitable-2/
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Installing Metasploitable

Virtual machine Name and Operating System

".l‘j Create Virtual Machine

Name: GNS3 VM
Operating System:  Ubuniu {64-bit)

B System

Base Memary: 3377 MB
Processors: 3

Boot Order: Hard Disk, Optical

Acceleration: Nested Paging, PAE/NX, KVM Paravinualization

|:| Display

Pleasa choose a desoiptive name and destination folder for the new virtual machine, The name you choose will
be wsed throughout VirtualBaox to identify this machine, Additionally, you can select an 150 image which may be
used to install the guest operating system.

MName: Meta?

Folder; l Ci\Users\ShaabanA\WireslBox VMs

Video Memaory: &MBE
Graphics Controller: VBoxVGA
Remate Desktop Server Port: 55435
Recording: Driszbled

IS0 Image:  =not selected=
H Storage

Controller; IDE Controller
IDE Primary Device 0: GNS3 VM-diskD01.vdi (Normal, 19.53 GE)
Controller: SATA Controller

SATA Port 2: GNS3 VM-diskD02.vdi (Normal, 488,28 GE) —
pet | Linux
.'l Audio Lype
Host Driver:  Windows Audio Session

Contoller:  ICH ACS7 Mersion! | Otther Linuo: (64-bit)

ﬂ Network
# vse

Diszbled
- Shared folders

ﬂ Mo IS0 image i selected, the guest OS5 will need to be installed manualhy,

None
e Description
Help Expert Mode Mest

None

g o [OIOSIO)
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Installing Metasploitable

- . .
NS¢ Create Virtual Machine 7 8¥ Create Virtual Machine

Hardware

You can modify virtual machine’s hardware by changing amount of RAM and virtual CPU count,
Enabling EFI is also possible.

Base Memory:

4 MB 32768 MB

Processors:

1.CPU 20 CPUs

Enable EFI (spedial OSes onhy)

CSP004._C._E: !

Virtual Hard disk

If wou wish you can add a virtual hard disk to the new machine, You can either create a new hard
disk file or select an existing one, Alernatively ywou can areate a virtual machine without 2 virtual

hard disk.
® Create a Virtual Hard Disk Now
Disk Size:
4,00 MB
Pre-zllocate Full Sze
Use an Existing Virtual Hard Disk File
L)

Do Not &dd & Virtual Hard Disk

@ CyberSecPro

BY NC

SA

8.00 GB
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Installing Metasploitable

N# Create Virtual Machine

Summary

te Full Size

/
g o [OIOSIO)
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Installing Metasploitable

8¢ Oracle VM VirtualBox Manager

File

L

caf
=

Machine

Help
Windows 11
@ Powesed OFf

Kali
@ Powered OFf

Raspberry Pi OS5
@ Powered OFf

Raspberry Pi 2018
@ Powered OFf

Raspberry Pi OS5 Client
@ Powered OFf

wm_wazuh
@ Powesed OFf

Wazuh v4.8.1 OVA
@ Powesed OFf

lali-linux-20232.4-virtualbox-...

@ Powesed OFf

Raspberry Pi Agent
@ Powered OFf

GNS2 VM
= Runnina

®

TR AT

MNew Add Settings Start
E General
MName: Metasploit2

Opesating System:  Other Linux (§4-bit)

E System

Base Memory: 2560 MB

Processors: E

Boot Order: Floppy, Optical, Hard Disk

Acoeleration: Nested Paging, PAE/NX, KVM Paravirtuzlzation

I:l Display

Video Memony: 15 MB
Graphics Controller: VMSVGA
Remote Desktop Server:  Disabled
Recording: Disabled
ﬂ Storage

Controller: IDE

IDE Secondary Device ;. [Optical Dvive] Empty
Controller: SATA

SATA Port O: Metasploit?, wdi (Normal, 8,00 GE)
P Audio

Host Driver:  Default
Controller: ICH ACS7

ﬂ MNetwork
y usB

USE Controller: OHCI, EHCI
Device Fiters: 0 (D active)

‘ Shared folders
one
? Diescription

one

E Preview

CSPO04_C_E:

Metasploit2
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Installing Metasploitable

| %
[l Fil=  Machine Help

] Windows 11
.rﬁ' @ Powered OFf

I’/\ Kali
() @ Powered OFf

General Storage
"\ Raspberry Pi 05 . ]
I Powered OFf - yies — —_— i  —
- @ . System Storage Devices Attributes
& Controller: IDE Hard Disk:  SATA Port o B,
- ) Diacrdan F TP | 5
-—J Rl@als;bot:'e’rgtPé;l}lB Y. - Solid-state Drive PR Choose/Create a Virual Hard Disk...
rz Hot-phuggable Choose = disk file...
Storage 4 « Controller: SATA Hot-phgg= FR

w Information
S " &8 Metasploit2. vdi Type {(Format):  Normal (VDI)

Virtual Size:  8.00 GB

e, Raspberry Pi OS5 Client
f J (@) Powered OFf

Metwork Actuzl Sze: 2,00 MB
wm_wazuh Details: Drynamically sllocated storage
Q @) Powersd OF Sesial Ports Location: CiiUsers\ShasbanAlViruslBox VMs|Met...
Attached to:  Metasploit?
_ 453 Encryped with key: —
Wazuh v4.8.1 OVA
Q @ Powered Off Shared Foldars

User Interface

HE~20 e 18O

e, kali-linue-2023.4-virtualb
f @) Powered OFf

Raspberry Pi Agent
@) Powered OF

GNSZ VM
=l Running - Shared folders

Maone
-
: e Description

/
g o [OIOSIO)

BY NC SA




CSP004._C._E: !

Installing Metasploitable

Add the Metasploitable VM file that you downloaded.

[0} asploit2 - Hard Disk Selector

ac © Select this file

Add  Ce = Refresh

~ Vimual See Actuzl See

*  Attached
ersion-disk L vmdk 20.00 GB 17.09 GB
{Foed Version}disk.vmdk 20,00 GB 17.09 GB

Comidimk | BmGs 7o Here are the contents o

ry Vag

GNS3 VM diskO0L, vdi 19,53 GB 3.48 GB
GNS3 VM-diskD02. vdi 465,28 GB 251.00 MB
Kali 2020 326t moded by zSecurity-disk001.vdi 80.00 GB 1158 G8
Kali veli 25,00 GB 24,14 GB
keal i 2023, 4-virmualbow-amidé4. v 8009 GB 16,16 GB ~
Metasploit2, vdi 800 GB 2.00 MB ST N
Raspbery Pi 2018.vdi 20.00 GB 5.55 GB D Mame Date modified
Raspbarry Pi Agent.vli 20.00 GB 1171 GB
Raspberry Pi 05 Glent,vdi 20,00 GB 122568
Raspbarry i OS.vdi 20,00 GB i2.17 GB M bl - 1:52 PM
wazuh3. 12,3 7.6.2-disk1.vdi 40.00 GB 3.37 GB e e o 52 PM
wiazuh-4.8.1-gisk-1.vdi 50.00 GB 27,26 GB etaspl@itable.nvram “ e ’
WinDev24D1Evaldisk0DL.vdi 125,00 GB 51,54 GB

* Mot Attad

Meta2.vdi 8.00 GB 2.00 MB
Metasploitabled Linu. vdi £.00 GB 2.00 MB

'.?j Metasploitablewmdk

| | Metasploitablewmsd
u- Metasploitablewvmx
|j Metasploitablewmaxf

Search By Name ¥

S () DO

BY NC SA
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laf | Metasploit2 - Hard Disk Selector

Installing Metasploitable &8 e

Search By Name =




9 (][]

B E~%O

General Storage

Sy'stem Storage Devices

Diisplany

Storage = Controller: SATA

Audio “o B Matasploitable,vmdk
Netwiork

Serial Ports

USE

Artributes
Hard Digk:  SATA Port 0 ~ |
Solid-state Drive
Hot-pheggable
Information

Type (Format):
Virtual Size:

Actual See:

Details:

Location:

Amtached o
Encrypted with key:

Normal {VMDK)

£.00 GB

1.79 GB

Drynamically allocated storage
C:\Users\Shaaban A \OneDrive - AIT\Do...

Attached
Artery CAMs Version-disk1. vmdk
¥ Artery Vagrant {Fxed Version)-disk1. vmdk
b Artery Vagrant Clone-disk1, vmdk
b Artery Vagrant-diskl, vmdk
GNS3 VM-diskD01, vdi
GNS3 VM-diskD0Z, vdi
Kazli 2020 32bit moded by zSacurity-disk001. vdi
Kali, vdi
kalidinns-2023 4-virualbox-amdé4, vdi
Metasploit2, vdi
Raspberry Pi 2018, vdi
Raspbesry Pi Agent, vdi
Raspbery Pi 05 Client.wdi
Raspbemy Pi OS, vdi
wazuh3.12.3 7.6.2-diskl, vdi
wazuh-4.8,1-disk-1. vdi
WinDev2401Evaldisk001, vdi
* Mot Attached
Met=? urdi
Me‘tasp!o'rta!:!e. vmdk

etttk

Search By Name ~

20.00 GB 17.05 GB
20.00 GB 17.05 GB
20,00 GB 17.05 GB
20,00 GB 17.0% GB
19.53 GB 3.48 GB
4£8.28 GB 291,00 MB
50.00 GB 11.58 GB
25.00 GB 24,14 GB
80.0% GB 16.16 GB
B.00 GB 2.00 MB
20.00 GB 5.55 GB
20.00 GB 11.71 GB
20.00 GB 12.725 GB
20,00 GB 12,17 GB
40,00 GB 3.37 GB
50.00 GB 27.26 GB
125.00 GB 51.94 GB
£ 00 GR 7m0 MR
8.00 GB 1.79 GB

@ CyberSecPro
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Starting the Metasploitable VM

etaspoilt? [Running]

Machine View Input Devices Help

Start the Metasploit VM Fie

File  Machine Help
BV Windows 11

Wi @ powesdoFf

+ 54

New Add Settings Start

Kali
O 1Ly Pl E General E Preview

= Starting deferred execution scheduler atd
# Starting periodic command scheduler crond

-
=
=

e el

Name: Metasploit2 I = Jtarting Tomcat servlet engine tomcat5.5 1)1
--\ Raspbe;r:jpéﬂos Operating System:  Other Linux (64-bit) = Starting web server apachez P
- B FEE # Running local boot scripts (retcrsrc.local)d

nohup: appending output to “nohup.out’

T nohup: appending output to “nohup.out’

E2em, Raspberry Pi 2018

) © Powerdoff Boot Onder:  Floppy, Opial, Hard Dk Metasp|°it2

Acceleration: Nested Paging, PAE/NX, KVM Paravinuslizaton

I:I Display

.-..\ Raspberry Pi OS Client

) @ Powered Of Video Memorny: 16 MB -

Graphics Controller: VMSVGA VT T
Remote Desktop Server:  Dissbled i —
Recording: Disabled [ T -

wm_wazuh o

Q @ Powersd OFf B storase ot
‘Controller: IDE

Wazuh v4.8.1 OVA IDE Secondary Device 0:  [Optical Drive] Empty

Powered OF Controller: SATA 5 . ) )
@ © SETE BT WEESTELZ T LTl B E) Warning: Never expose this UM to an untrusted networkt

P Audic
—\ kali-linux-2023.4-virtualbox-...

Powered OFf Host Driver:  Default
J Q@ Pou Controller,  1CH ACS7

ﬂ Network

Contact: msfdevliatlmetasploit.conm

Login with msfadmninsmsfadmin to get started
--., Raspberry Pi Agent

J @ Powered OFf & uss
metasploitable login:
USE Conoller:  OHCL EHCI
l GNS2 VM Device Filters: 0 (D active)
- T [ Shored folders

None

e Description

None

r O :

B okS & NE TS @ B sreRrecHTs

@ cyversecrro @ 0 @ @

BY NC SA
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Starting the Metasploitable VM

L'] Metaspoilt2 [Running] - Oracle VM VirtualBox

File Machine ew Input

= Starting deferred execution scheduler atd

# Starting periodic command scheduler crond

I = Jtarting Tomcat servlet engine tomcat5.5
= Starting web =erver apachel

# Running local boot scripts (retcrsrc.local)d
nohup: appending output to “nohup.out’

nohup: appending output to “nohup.out’

Login: msfadmin
Password: msfadmin : R I N

Warning: Mever expose this UM to an untrusted network?
Contact: msfdevliatlmetasploit.conm

Login with msfadmninsmsfadmin to get started

metasploitable login:
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Installing Wazuh Server

 Wazuh provides a pre-built virtual machine image in Open Virtual Appliance (OVA) format.
This can be directly imported to VirtualBox or other OVA-compatible virtualization systems.
Take info account that this VM only runs on 64-bit systems. |t does not provide high
availability and scalability out of the box. However, these can be implemented by
using distributed deployment.

Version 4.8 (current) ~

« Select the Wazuh version from the top-right part of the page.

 Then download the virtual appliance (OVA), which contains the following components:

Amazon Linux 2

Wazuh manager 4.8.1
Wazuh indexer 4.8.1
Filebeat-OSS 7.10.2
Wazuh dashboard 4.8.1

« More details about the installation can be found on the Wazuh documentation page.

24

Virtual Machine (OVA) - Installation alternatives (wazuh.com)



https://packages.wazuh.com/4.x/vm/wazuh-4.8.1.ova
https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html
https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html

Installing Wazuh Server

- Navigate to the downloaded .ova file and double-click on it.
W wazuh-4.8.1.0va

N¢ Import Virtual Appliance ? b4

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of
the imported VirtualBox machines. You can change many of the propert
double-clicking on the items and disable others using the check boxes below.

Virtual System 1

o Name Wazuh v4.8.1 OVA 1
« Press Finish and then wait until the © produc ozh VA OVA o
. . ' @ Product-URL https://packages.wazuh.com/vm/wazuh-4.8.1.0va
VM N SucceSSfU"y ImporTed' © vendor Wazuh, inc <info@wazuh.com>

e Vendor-URL https://wazuh.com
@ Version 4.8.1

Importing appliance ... ™

@ Description Wazuh helps you to gain security visibility into you...

¥ S0

Machine Base Folder: l C:\Users\Shaabana\VirtualBox YMs
MAC Address Policy: | Include only MAT network adapter MAC addresses
Additional Options: ' Import hard drives as VDI

Appliance is not signed

Expert Mode Cancel




Installing Wazuh Server

« Select the imported VM of Wazuh, and go to Settings > Display.

{5 Wazuh v4.8.1 OVA 1 - Settings — O %

D General Display

E System Screen Remote Display Recording

. Display Video Memory:

« Selct the VMSVGA in the Graphics B oo 0 Me
COI‘Ii‘I’O"er. 1’ audic Maonitor Count:

|:] Network Scale Factor: 100% =

1

ROV A 10004 200%
&:‘ Serial Ports VBoXVGA o 200%
: s Graphics Controller:  VMSVGA
USB IR A SV A
) Press Ok ’ Extended Features: YBOXSVGA ~celeration
Mone
- Shared Folders
i User Interface

Cancel




. * Enfer the user and password.
Launching Wazuh Server . sydefaut
» User: wazuh-user

* « Password: wazuh
Press the start button. v J

Start

File Machine Wiew Input Devices Help

Wait until you reach the login screen.

RJLJLJ LI LI LI LI L . LML LI

=
‘!4 LALJLI LIS . LI L LS LI L) LI L) LI LI .
LML LI L LaJ L) LS L L) L L) LUl LI

LI LI LI LS . L LR LS L LB ] L LR L) LI LS LA
LI LS LA L LR LS L LB ] L LR L) LI LS LA
LJLJLJ LIS . LI LI L) . LJ L LRl LR . LIJLLIWLIL .
LI LI . LWL o LR L LA LA
LAl LAILS LI LI . LI LI . LSS .
LML LA AL . LI LI . LI LI . LSS .
WWWEWL . WL . LWL o W WL .
LI LRI o LI LS L) LS LI L . L) LB Laf e L)
RS L L) L LB L L L L LS L ) La LR LaJ L LR ] LS LR DL
RS LIl LI L SRl LI LI . L LI LS LS L L LA LI L o0o0o0o0
LML S L LI L) . LS LS L) LSRR 00000000
LA LA I L L LS LS L) LSRR 0000000000
LI LI I LA LA LI 0000000000
LI L L . LAl L LIL LI . 00000000
LUl L) L LU LS LS . 000000

File Machine View Input Devices Help

Welcome to the Wazuh 0UA wersion
Wazuh - 4.8.1
Login credentials:

User: wazuh-user

Password: wazuh

wazuh-server login:

WAZUH Open Source Security Platform
https:/ wazuh.com

[wazuh-userBwazuh-server ~15

=i ErY B @ B strRe-RECHTS

The Wazuh server has been successfully
installed and launched. 27

BE e OrT # @ B stre-ReEcHTs
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NAT Network
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NAT Network Configuration

« We want to ensure that all devices in this lab are reachable.

« The network configuration for each VM in this lab should use the NAT network as follows:

Metwork

Adapter1  Adapter2 — Adapter3  Adapterd

Enable Metwork Adapter

Attached to MAT Metwork v
Mame MatMetwork w
Adapter Type Intel PRO000 MT Desktop (82340EM) w
Promiscuous Mode Deny d
MAC Address  080027A3F918 =

Virtual Cable Connected

BY NC SA



NAT Network Configuration

W5 Oracle VirtualBox Manager

File Machine Metwork Help

o S

] Machines Create  Remove Properties
- Host-only Metworks MAT Metworks Cloud Networks

L]; Extensions ~
Mame

Media |virtualBox Host-Only Ethernet Adapter

/| Cloud

‘,d Resources

Adapter DHCP Server
O Configure Adapter Automatically
o Configure Adapter Manually

1Pvd Address:  192.168.56.1

1P Prefix
192.168.56.1/24

CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

IPvE Prefic  DHCP Server
Enabled

IPvd Metwork Mask:  255.255.255.0

IPvb Address:  feBl:17cB:380%:e5e2:Bbde

| IPvE Prefix Length: 64




NA"

" Network Configuration

-

|

=

File

Machine

Network

Cloud

Resources

5 Oracle VirtualBox Manager

Help

Raspberry Pi OS
@ Powered Off

@ General

Mame:

[l Snapshots (]| Logs % Resource Use

Kali

Operating System: Debian (32-bit)

System

Base Memory: 4096 MB

Processors:
Boot Order:
Acceleration:

| Display
Videa Memary:

3
Floppy, Optical, Hard Disk
Mested Paging, PAE/NX, KVM Paravirtualization

128 MB

Graphics Controller: VMSVGA

3D Acceleration:

Enabled

Remote Desktop Server:  Disabled

Recerding:
Storage
Controller: IDE

Disabled

IDE Secondary Device 0t [Optical Drive] Empty
Controller: SATA

SATA Port Ot
{{p Audio

Kali Attacker-disk001.vdi (Mormal, 80.00 GB)

Host Driver:  Windows Audio Session
Controller:  1CH ACS7

@ Network

Adapter 1. Intel PRO/1000 MT Desktop (NAT Network, "NatMetwork')

L5 usB

USE Controller:
Device Filters:

["] Shared folders

OHCI
0 (0 active)

CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

BY NC SA



CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

NAT Network Configuration

£3 Kali - Settings
. g

| E General
System Adapter 1 Adapter?  Adapter3  Adapterd

|§| Enable Network Adapter 3
| :
Attached to  NAT Metwork -

Name MatNetwork

= O X

Search settings £ | |

Select the NAT Network

Adapter Type Intel PRO/1000 MT Desktop (82540EM) ~ me. ds crea’red before
’
Promiscuous Mode Deny ~
MAC Address  080027A3F913 5]

Serial Ports

lirtnallGablal€onnacted MAC address of this adapter. It contains ex:

Shared Folders

User Interface Serial Ports

[ P | n_an [ S ] Poa

£
ﬁ USE
]
]

| QK | Cancel Help
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Virtual Lab Summary

« Asoutlined in this guide, you will need to set up a Lab with a set of VMs.
« Please ensure that your installation is fully completed before the lecture date, January. 2279, our planned start date.
This will help ensure a smooth beginning and prevent any delays or technical challenges during the sessions.
« To provide a comprehensive understanding of how to simulate a real-world network, we will use a diverse set of
virtual machines. This includes:
» Client and Server VMs: To demonstrate communication flows and observe how an aftacker might intercept or
compromise these systems.

« Metasploit Server: To explore how known vulnerabilities can be exploited within a networked server environment.
 Wazuh Server: To detect and monitor suspicious activity across the network.

« Kali Admin VM: To simulate an administrator's device capable of detecting unusual behavior and performing
security monitoring.

- Kali Attacker VM: To carry out penetration testing and simulate various gttack scenarios.

 As shown, several machines are involved in our practical activities to /support both offensive and defensive
cybersecurity scenarios.
« However, if your system has resource limitations, please ensure that you install at a minimum:

» One Kali Linux VM (attacker)
. CyberSecPro @ @@ @ 33
BY NC SA

* One victim/client machine
« The Wazuh server
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Thank you

Abdelkader Shaaban,
abdelkader.Shaaban@ait.ac.at
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